
 

 
 

While social media sites are a great way to connect with others, it is important to be aware of the 

information that you are sharing.  Cyber thieves use this information to break in to your online 

accounts or even your house. 

Follow these tips to keep your posts confidential – and out of the reach of cyber thieves.  

 

SOCIAL MEDIA TIPS 

 Consider what you post.   

 Don’t post information relating to common website authentication questions such as birth date, high school 

or your mother’s maiden name. Cyber thieves use this information to impersonate you, reset your online 

accounts and steal your identity or money.  Do not post your e-mail address or phone number on your 

profile. 

 Realize that the pictures you post online could tell others exactly where you and your family live, work and 

play.  

 Resist the “I’m going on vacation” social media announcements before your trip.  

 Disable location services for your social media apps, if you don’t want your exact location to be captured 

and shared every time you tweet or post something new. 

 Control visibility and privacy.  Review the settings to learn who can see your profile and posts and adjust the 

settings to match your comfort level for sharing your information.    

 Routinely check your settings.  Social media services change features and settings all the time and may change 

who sees your posts.  Regularly check your settings to make sure your personal information isn’t broadcast to the 

world.  

 Respond to a breach.  Change your password if you hear that your social media site has been breached.  This 

happens more than you think – LinkedIn reported an incident in 2012 where 6 million user account passwords were 

stolen by hackers. 

  

ONLINE SAFETY TIPS 

 Make passwords long and strong.  Use a mix of capital and lowercase letters, numbers and symbols to create 

a secure password that is difficult to guess. 

 Unique account, unique password.  Using different passwords for each important account helps thwart cyber 

thieves and helps keeps you safe.    



 

 
 

 Keep a clean machine.  Regularly check your computer for viruses and malicious software with a trusted and 

reputable antivirus program – and make sure it’s up-to-date. Watch out for fake anti-virus programs that may try to 

trick you into downloading them by using scary looking popup windows that say your computer is infected.   

 Automate software updates.  Always update your operating system, web browsers and software as soon as 

new versions are available. You can make this easier by turning on automatic updates, which will download and 

install the updates as they become available.  This is one of the best defenses against viruses, malware and other 

online threats.  

 Enable a firewall.  Firewalls prevent unauthorized people from ‘breaking through’ your computer. They are built 

into most operating systems, security software and routers.  

 Limit use of administrator accounts.  Using a standard user account for daily activities helps protect your 

computer from viruses and malware by limiting changes that affect the entire system.  Save the administrator 

account for those times when you do need to install new hardware, programs or software updates. 

 Protect your $$.  When banking and shopping, check to be sure the site is protecting your information by 

encrypting it.  You can tell if a site is encrypting your information by looking to see if the web address begins with 

’https’ rather than ’http’ – the ’s’ generally refers to secure.  Avoid financial transactions when using a public 

network or computer. 

 Don’t be tricked into opening an attachment or providing confidential information about yourself.  Cyber 

thieves hide malicious software in attachments that can steal your personal information, passwords and, 

eventually, your money.  Only open attachments that you are expecting from people you know.   

 Never provide your user ID and password via a clicked-on link from an email or text.  Either enter the 

valid website address manually or click on your ‘Favorites’ to go directly to the trusted site before entering your 

user ID and password. 

 When in doubt, throw it out.  Bad links in emails, tweets, posts and online advertising are popular avenues 

used by cyber thieves to break into your computer. If it looks suspicious, even if you know the person sending it, 

it’s best to just hit delete. 

 


